RELEASE NOTES for |nnom nate Device Manager 1.2.0

I nnom nate Device Manager (IDM 1.2.0 supports all nuard devices
running firmvare version 4.2.x (with some limtations; see bel ow),
5.0.x, or 5.1.x.

Maj or Enhancements since IDM 1.1.x

The usability of the IDMclient has been inproved. This affects the
device and tenplate configuration dialogs in particular. The nmeta

i nformati on associated with each configuration variable (i.e. whether
it is inherited, whether it is local to or appendabl e by the »netadm n«
user on the device) is selected froma single conbobox. The variable

i nheritance permission within IDM (i.e. »may override«, »may append,
»no override«) is selected froma separate conbobox.

Every configuration setting of 5.0.x and 5.1.x devices can be nmanaged
with | DM

Devices can be instructed to performa firmware upgrade.

IDM 1.2.0 can rmanage user logins. Users can be added, nodified, and
renoved. For each user, access perm ssions for devices, tenplates,
pool s, and user nmanagenent can be confi gured.

Li cense vouchers and nfauard |icenses can be nmanaged with IDM 1. 2. 0.
Vouchers are redeened at the Innom nate |icense server upon user
request; the issued licenses are autonatically associated with the
correspondi ng device configurations. Alternatively, existing |icense
files can be inmported into IDM Licenses are installed on the
correspondi ng devi ces when a SSH configurati on upload or a pul
configuration is perforned

Bul k creation of devices can be perfornmed by inporting a CSV (conmma
separated val ues) file.

SSH configuration uploads and pull configuration exports can be
schedul ed to be performed at a future tinme. Additionally, a timeout
for these activities can be specified to account for fixed

servi ce/ mai nt enance w ndows.

Upgrading froman earlier |DM Version

To upgrade fromany earlier IDMversion to IDM1.2.0, it is necessary
to make irreversible changes to the backi ng PostgreSQ. database. Once
t hese changes have been made, the database can no | onger be accessed
with the earlier |DMversion

Stop the IDM server if it is running.

It is strongly advised to create a backup copy of the |IDM database
before the upgrade. The command |ine tool »pg_dunp« (part of the
Post greSQL di stribution) or another nechani smcan be used for this.
See the PostgreSQL docunentation for details.

Install the IDM1.2.0 server. Since the server configuration file
»preferences. xn « has been extended, it is recommended to use and
custonmize the file provided with IDM1.2.0. By default, the passwords



for the Java trust store, Java key store, and database connection are
read fromenvironnent variables; set these environnment vari abl es
accordi ngly.

I nvoke the server with the follow ng conmand:

java -jar idmserver.jar update preferences. xm

The server will connect to the PostgreSQ. database, upgrade it, and
termnate. After this step, the database is ready to be used by | DM
1.2.0, i.e. the IDM1.2.0 server can now be started

The dat abase upgrade automatically creates a new | DM user »root« with
password »root«. This user has full access to all devices, tenplates,
and pools, as well as to the user managenent functionality. It is
therefore strongly reconmended to change the password of the »root«
user inmmedi ately after the database upgrade.

Known | ssues

| DM supports only a subset of the settings in the 4.2.x firmare.
Firmvare versions 5.0.x and 5.1.x are fully supported.

The automatic addition of VPN connection settings to a specifiable »peer
device« only work if the peer device has the same or a newer firmware
version than the originating device. Oherw se, the VPN connection is
silently omitted fromthe peer device. It is recommended not to make
use of the »peer device« feature with firnware 5.0.x or newer, but to
use the VPN tunnel group feature.

The default VPN connection type is »Transport« in firnmware version 4.2,
while it is »Tunnel« in firmvare versions 5.0 and 5.1. Wen a device
is upgraded fromversion 4.2, any VPN connection types that have not
been set explicitly (i.e. that are inherited in both tenplate and
device) therefore change from »Transport« to »Tunnel « silently.
Simlarly, if the »peer device« feature is used between devices with
different firmnare versions, the connection type nust be set explicitly.

The | DM server does not autonmatically recover froma | oss of the
connection to the database server. |[|f the connection is lost, it is
necessary to restart the | DM server

The »Location« columm in the device overview displays the |ocation as
speci fied on the ntuard configurati on > Managenent > System settings >
Host > SNWP i nformation page in the Device configuration dialog. If a
device inherits the location setting froma tenplate, it is not shown in
t he device overvi ew

The Java Runtinme Environment fails to recognize the local tinme zone
under sone circunstances. |If the timestanps in the |ogging panel do not
mat ch your system cl ock, set the environment variable »TZ« to the
correct time zone description (e.g. »Europe/Berlin« for Central European
Ti ne) .

If an IDMuser is deleted and recreated w thout clicking the »Apply« or
»OK« button between the two steps, an error occurs. Please click the
»Appl y« button before recreating the user

If two or all three of the »Stealth nmanagenent |P address«, »|P of
external interface«, and »I P of the internal interface« settings have
the sane value, and if the »Accessible via« combobox references one of
t hese val ues, changes to one of the values can silently change the
»Accessi bl e via« setting. This change is not reflected in the device



configuration dialog until it is closed and reopened. The issue can be
prevented by appending the string »: 22« (i.e. the SSH port nunber) to
t he »Accessi bl e vi a« val ue

Known nuard | ssues

Attenpts to initiate a firmvare upgrade fromversion 4.2.0, 4.2.1, or

4.2.2 to any 5.0.x or 5.1.x. version with IDMw Il fail to install the
required licenses on the device even if they are available within | DM
Pl ease upgrade to firmvare version 4.2.3 first.

If a SSH configuration upload is perforned to a device with firnmnare
version 5.0.0, IDMcannot read back the Flash ID. This prevents
Iicenses frombeing associated with the device unless the Flash IDis
entered manually in the Device configuration dialog. No other supported
firmvare version is affected.

Fi rmnware upgrades with automatic selection of the target version

(i.e. upgrades to | atest patches, latest mnor rel ease, or next mgjor
version) are only triggered by a configuration pull if 1DMknows the
firmwvare version on the device when exporting the configuration profile.
If IDMIlacks this information, any schedul ed firnware upgrade request
remains so until the version on the device is known. Upgrades triggered
by an SSH configuration upload are not affected.

If a SSH configuration upload to a device running firmware version
4.2.x or 5.0.x changes the settings of a |arge nunber of VPN
connections, |DM declares the SSH connection dead before the upload is
conplete. It is recommended to increase the SSH tineout values in the
server configuration file »preferences. xm « when working with a | ot of
VPN connecti ons.

Usage Hints

If a setting is not configured in IDM the factory default setting is
assuned. It is therefore strongly recommended to configure the nGuard
passwords in I DM (nuard configuration > Authentication > Local Users).
O herwise, IDMwi Il set themto the factory default passwords.

If SSH configuration uploads from|DM are to be perforned via the
nuards’ external interfaces, shell access nust be configured to allow
connections fromIDMto the mGuards (mGuard configurati on > Managenent >
System settings > Shell access). No such access is allowed by default.

The »Set Current Device Passwords« dialog in the context nenu of the
»Devices« tab refers to IDMs notion of the device's current passwords
and shoul d be used if the passwords have been nodified by external neans
(e.g. through the device’'s web interface). To change the passwords with
IDM use the Tenplate or Device configuration dialog (nGuard
configuration > Authentication > Local Users) instead.

When a device is replaced by a new one with factory default settings,
two steps are necessary before SSH upl oads can be perfornmed to the new
device. First of all, out of security considerations IDMrefuses to
upload to a device if its SSH hostkey has changed, so the hostkey has to
be reset through the »Reset SSH Hostkey« entry in the context nenu of

t he »Devices« tab. Secondly, the »Set Current Device Passwords« entry
in the sane context nenu nust be used to set IDMs notion of the
device's passwords to the factory defaults, i.e. »root« for the root
account and »nfuard« for the adm n account.



It is not possible to renpve server configuration settings by renoving
themfromthe server configuration file »preferences.xm «. The contents
of the configuration file are copied to a systemspecific |ocation upon
startup, so renoving entries has no effect. To override existing
settings, specify new values in the configuration file.

If the dial og opening when creating a new device or tenplate is
cancel ed, the device or tenplate is nevertheless created (with default
settings).



